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To Whom It May Concern:

Coalfire Labs was engaged during the period of April 27, 2020 through May 1, 2020 to perform third party
independent security testing for Eventsquid.The security testing included penetration tests against the
defined client systems to proactively discover flaws, weaknesses, and vulnerabilities. Testing for this project
was done in accordance with Information Security Best Practices. Coalfire follows a penetration testing
methodology that aligns to industry best practice and specific guidance including the following:

e NIST SP 800-115 Technical Guide to Information Security Testing and Assessment Federal
Information (http://csrc.nist.gov/publications/nistpubs/800-115/SP800-115.pdf)

o OWASP Top Ten https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project &
https://www.owasp.org/index.php/OWASP_Mobile_Security Project (http://www.owasp.org)

o Penetration Testing Execution Standard (PTES) (http://www.pentest-standard.orq)

The objective of this service was to identify and safely exploit vulnerabilities which could lead to critical
infrastructure service interruption, destruction of facilities or compromise of sensitive systems and data. By
providing details on successful attack scenarios and specific remediation guidance, Coalfire’s intent is to
help Eventsquid protect its business-critical systems, networks and data.

A penetration test report with all details regarding discovered vulnerabilities was provided to Eventsquid.
During the engagement, Coalfire identified vulnerabilities that could result in account takeovers and the
disclosure of personally identifiable information. Remediation activities were conducted by Coalfire.
Accordingly, the risk of compromise based on the web application (on eventsquid.com and related private
label sites) attack scenario was remediated by Eventsquid immediately following the report delivery.

If there are any questions regarding this engagement, please feel free to contact me directly.

David Piemontesi
Director | Penetration Testing | Coalfire Labs
David.Piemontesi@coalfire.com
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